COUNTY (ZF Los ANGELES
Public Health

<<Date>> (Format: Month Day, Year)

Notice of Data Breach

<<First Name>> <<Last Name>><<suffix>>
<<Address1>>

<<Address2>>

<<City>>, <<State>> <<Zip Code>>

Dear <<FirstName>> <<LastName>>,

We are writing to inform you of a phishing attack against the County of Los Angeles, Department of Public
Health (“DPH”) that may affectthe privacy of some of your personally identifiable and/or health information.
DPH is taking this incident seriously and we cooperated with law enforcement on this matter.

What Happened?

Between February 19, 2024, and February 20, 2024, DPH experienced a phishing attack. Specifically, an
external threat actor was able to gain log-in credentials of 53 DPH employees through a phishing e-mail. A
phishing e-mail is a fraudulent e-mail that appears to come from a legitimate source with the goal of tricking
the recipient into divulging sensitive data. In this case, the DPH employees clicked on the link located in the
body of the e-mail, thinking that they were accessing a legitimate message from a trustworthy sender.

Due to an investigation by law enforcement, we were advised to delay notifying you of this incident, as public
notice may have hindered their investigation.

What Information Was Involved?

The information identified in the potentially compromised e-mail accounts may have included your firstand last
name, date of birth, diagnosis, prescription, medical record number/patient ID, Medicare/Med-Cal number,
health insurance information, Social Security Number, and other financial information.

Each individual may have been impacted differently and not all of the elements listed were present for each
individual.

What We Are Doing

DPH has implemented numerous enhancements to reduce our exposure to similar e-mail attacks in the future.
Upon discovery of the phishing attack, we acted swiftly to disable the impacted e-mail accounts, reset and re-
imaged the user’s device(s), blocked websites that were identified as part of the phishing campaign and
quarantined all suspicious incoming e-mails. Additionally, awareness notifications were distributed to all DPH




workforce membersto remind them to be vigilant when reviewing e-mails, especially those including links or
attachments. Law enforcement was notified upon discovery of the phishing attack, and they investigated the
incident.

In addition to notifying individuals potentially impacted by this incident, we will notify the U.S. Department
of Health & Human Services’ Office for Civil Rights and other agencies as required by law and/or contract.

We are seekingto stay ahead of the rapidly evolvingand continuous threats to large data systems. DPH remains
vigilant in its effortsto protectconfidential information and continues to strengthen its information privacy and
security program to implement safeguards to prevent and/or reduce cyber-attacks.

What You Can Do

While DPH cannot confirmthat your information has been accessed or misused, we encourage you to review
the content and accuracy of the information in your medical record with your medical or DPH service provider.

To help relieve concerns and restore confidence following this incident, we have secured the services of Kroll,
a global leader in risk mitigation and response, to provide identity monitoring for one year at no cost to you.
Kroll and its team has extensive experience helping people who have sustained an unintentional exposure of
confidential data.

Identity monitoringservicesavailable to you include Credit Monitoring, Fraud Consultation, and Identity Theft
Restoration.

Visit <<IDMonitoringURL>> to activate and take advantage of the identity monitoring services available to
you.

You have until <<Date>> to activate the identity monitoring services.
Membership Number: <<Member ID>>

To receive credit services by mail instead of online, please call <<Kroll Phone Number>>. Additional

information describing the services is included with this letter. For more information about Kroll and Identity
Monitoring services, you can visit its website at: https://www.info.krollmonitoring.com/

The enclosed “Steps You Can Take to Protect Against Identity Theftand Fraud,” provides additional information
you can use to help protect your information.

For More Information

We understand that you may have questions about this incident that are not addressed in this letter. We have
established a dedicated call center available toll free in the U.S. at <<Kroll Phone Number>>, from 6:00 a.m.
to 5:00 p.m. Pacific Time (excluding weekends and major U.S. holidays). You may also visit the following
website for more information: https://dph.lacounty.gov

We sincerely regret any inconvenience or concern this incident has caused.

Sincerely,

Department of Public Health


https://dph.lacounty.gov/

STEPS YOU CAN TAKE TO PROTECT AGAINST IDENTITY THEFT AND FRAUD
Review and Monitor Your Medical Information, Explanation of Benefits

We encourage you to review your medical record with your medical provider to make sure that the content is correct and
accurate. You may also review the Explanation of Benefits’ statement(s) that you receive from your health care provider or
health plan. If you see any service(s) that you do not believe you received, contact your health care provider or health plan
at the telephone number listed on the Explanation of Benefits’ statement, or contact your health care provider or health
plan and ask them to send you a copy of your statement after each visit.

Request Credit Reports

The County encourages you to remain vigilant against incidents of identity theft and fraud, to review your financial
statements, and to monitor your credit reports for suspicious activity. Under U.S. law, you are entitled to one free credit
report annually from each of the three major credit reporting bureaus. To order your free credit report, visit
www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the below three major credit
bureaus directly to request a free copy of your credit report:

Equifax Experian TransUnion

P.O. Box 740241 P.O. Box 9532 P.O. Box 1000
Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19022
(800) 525-6285 (888) 397-3742 800-916-8800

www. Equifax.com www. Experian.com Www.transunion.com

The credit bureaus will ask for a Social Security Number (SSN) and other personal information for identification purposes.
Once you contact a credit bureau, you will receive a letter with instructions on how to receive your free credit reports. Review
the reports to make sure your personal information, such as, address and SSN are accurate. If there is anything you do not
understand, call the credit reporting agency at the telephone number on the report and ask for an explanation.

Ifyou find that your information has been misused, or that an account has been falsely created using your identity, contact the
local police department, your bank, and your credit card agencies. Youshould obtain a copy of the police report in case you
need to give copies of the police report to creditors to clear up records. Even if you do not find any signs of fraud on the
reports, you should check your credit report every three months for the next year and call the credit bureau numbers above to
order reports and keep the fraud alert (described below) in place.

Request Fraud Alerts

You, or your legal representative, can also have these credit bureaus place a Fraud Alerton your filethat alerts creditors to
take additional steps to verify your identity before granting credit in your name. Note, however, that because a Fraud Alert
tells creditors to follow certain procedures to protect you, it may also delay your ability to obtain credit while the agency
verifies your identity. As soon as one credit bureau confirms your Fraud Alert, the others are notified to place Fraud Alerts
on your file. Should you wish to place a Fraud Alert, or should you have any questions regarding your credit report, please
contact any one of the agencies listed above.

Request a Security Freeze

You may also place a Security Freeze on your credit reports. A Security Freeze prohibits a credit bureau from releasing any
information from your credit report without your written authorization. However, please be advised that placing a Security
Freeze on your credit report may delay, interfere with, or prevent the timely approval of any requests you make for new
loans, credit mortgages, employment, housing, or other services. You will need to place a Security Freeze separately with
each of the three major credit bureaus listed below if you wish to place a freeze on all of your credit files. A credit bureau is
not allowed to charge you to place, lift, or remove a Security Freeze if you have been a victim of identity theft, and you
provide the credit bureau with a valid police report. In all other cases, each credit bureau may charge you a fee to place,
temporarily lift, or permanently remove a Security Freeze. To find out more on how to place a Security Freeze, you can use
the following contact information:

Equifax Security Freeze
P.O. Box 105788


http://www.annualcreditreport.com/
http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/

Atlanta, GA 30348
1-888-298-0045
www.equifax.com/personal/credit-report-services/credit-freeze/

Experian Security Freeze TransUnion Security Freeze
P.O. Box 9554 P.O. Box 160

Allen, TX 75013 Woodlyn, PA 19094
1-888-397-3742 800-916-8800
www.experian.com/freeze/center.html www.transunion.com/credit-freeze

Additional Information

You can learn more about identity theft, fraud alerts, and the steps you can take to protect yourself, by contacting the Federal
Trade Commission or your state Attorney General. The Federal Trade Commission also encourages those who discover that
their information has been misused to file a complaint with them. The Federal Trade Commission can be reached at: 600
Pennsylvania Avenue, NW, Washington, DC 20580; www.identitytheft.gov ; 1-877-ID-THEFT (1-877-438-4338); and
TTY: 1-866-653-4261.

You can also contact the FTC at the information above if you need more information on how to file such a complaint.
Instances of known or suspected identity theft should also be reported to local law enforcement and your State
Attorney General.

Visit the California Office of Privacy Protection for additional information on protection against identity theft:
https://oag.ca.gov/privacy

KRJOLL

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES
You have been provided with access to the following services from Kroll:

Single Bureau Credit Monitoring

You will receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied for in
your name. If you do not recognize the activity, you’ll have the option to call a Kroll fraud specialist, who will be able to
help you determine if it is an indicator of identity theft.

Fraud Consultation

You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most effective
ways to protect your identity, explaining your rights and protections under the law, assistance with fraud alerts, and
interpreting how personal information is accessed and used, including investigating suspicious activity that could be tied to
an identity theft event.

Identity Theft Restoration

If you become a victim of identity theft, an experienced Kroll licensed investigator will work on your behalf to resolve
related issues. You will have access to a dedicated investigator who understands your issues and can do most of the work
for you. Your investigator will be able to dig deep to uncover the scope of the identity theft, and then work to resolve it.

Kroll’s activation website is only compatible with the current version or one version earlier of Chrome, Firefox, Safari
and Edge.

To receive credit services, you must be over the age of 18 and have established credit in the U.S., have a Social Security
number in your name, and have a U.S. residential address associated with your credit file.


http://www.equifax.com/personal/credit-report-services/credit-freeze/
http://www.experian.com/freeze/center.html
http://www.transunion.com/credit-freeze
http://www.identitytheft.gov/
https://oag.ca.gov/privacy

This document includes an important notice. If you cannot read this attached document, please call (XXX)
XXX-XXXX for translation help.

TAGALOG
Ang liham na ito ay naglalaman ng mahalagang impormasyon. Kung hindi ninyo nababasa ang kalakip
na liham, mangyaring tumawag sa 1-XXX- XXX-XXXX upang magkaroon ng tulong sa pagsasalin sa
Tagalog/Filipino.
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